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DDoS Attacks
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DDoS Attack Event Trend of H1 2019/2020/2021
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Monthly Distribution of DDoS Attack of H1 2019/2020/2021
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@ Gaming: 58.90% SNS: 1.06%

e-commerce: 26.47% Internet finance: 0.75%

Film/Television and media: 6.08% Retail: 0.13%

Software information service: 3.17% Government: 0.11%

@

Finance: 3.14% Other: 0.19%

0000

Industry Distribution of DDoS Attack of H1 2021
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Top 10 Industries of DDoS Attack Peaks for H1 2021
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FELGNTPUTIL I3 EREOIER

‘ @ N\TP: 87.55% @ LDAP: 161%

SSDP: 5.72% DNS: 1.47%

@ MEMCACHED: 2.79% @ Other: 0.87%

Distribution of Reflection Amplification Attack Protocol in H1 2021
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@ SSDP: 68.01% @ MEMCACHED: 4.33%
DNS: 16.83% LDAP: 3.01%

@ NTP: 7.78% Other: 0.04%

Distribution of Reflection Amplification Attack Protocol in H1 2020
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Web Application Attacks
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Web Attack Trend of H1 2019/2020/2021
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@ lllegal request protection: 25.16% @ Dynamic IP blacklist: 4.30%
Customrules: 21.71% @ llegal download: 3.69%

@ SQLinjection protection: 14.70% @ File upload protection: 3.48%

@ Access control: 12.92% @ Command injection: 1.77%
Server information disclosure: 5.77% @ Other: 6.49%

Web Attack / Defense Measure Distribution of H1 2021
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@ Industry information: 44.33% £ Internet finance: 3.84%
Real estate: 24.47% Consumer electronics: 3.14%
Finance: 7.80% Retail: 2.36%

Common service: 5.46% Film/Television and media: 1.51%

N
2000

Government: 5.12% Other: 4.11%

Industry Distribution of Web Application Attack in H1 2021
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Bot Attack

BREDH BBt EX3.29fF BN

800 — 20719 H1

2020 H1
600 -

— —— 2021 H1
500 o

400 e

Unit: 10 million

300

200

100 ——— e

Jan Feb Mar Apr May Jun

Malicious Crawler Attack Trend of H1 2019/2020/2021
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@ Vvalidity validation: 72.15% Threat intelligence: 0.09%

Access control: 15.02% @ User finger print challenge: 0.06%
@ Access speed limit: 8.87% @ State code speed limit: 0.06%
@ Offline analysis: 3.73% @ Other: 0.03%

Malicious Crawler Attack / Defense Measure Distribution of H1 2021
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@ Software information service: 27.98% Common service: 5.54%

Real estate: 17.22% Finance: 5.24%

Transportation: 12.67% Game: 4.20%

e-commerce: 9.02% Government: 2.62%

000600

Film/television and media: 8.27% Other: 7.26%

Industry Distribution of Malicious Crawler Attack in H1 2021
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API Attacks

APIINEH2.01Z 218

A2B—RYMNEYIT =R 17O —ERT7—F T I0F v ORI BILAR CHICAPIIRIBRERZZITEL
feo Z—TUAPUSI S ETERAVEZ—XY RGP T —EXDORREICERNTIH KRB E I Lo TIINEMED
BUWR—TYhEBDED,

450 W 2019H1
400

10 million

2020 H1
350

300 B 2021 H1
250
200
150
100
50

API Attacks of H1 2019/2020/2021
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Monthly Distribution of APl Business Attack in H1 2020 and H1 2021
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. Malicious crawler: 53.44% Q Server information disclosure: 1.27%
lllegal request: 23.17% Remost file inclusion: 0.80%
@ SQlinjection: 18.21% @ Other: 311%

Distribution of API Attack Methods of H1 2021

AP —ERICHTEIRETII. EEDOH IRV M BEHFATNTVWIKEHETHD. CDIERE TG
[CHEMMLTWET, 2021F FFHDAPIRE T —2Tld. EEDH Z 1Y MINB DAL D53.44% % &5
B 2021 FDFEIRFEANS1574.82% E KIBICTHD L E LT

26 E3MLIIEE) T TR (23.17%) £SQL1 > 2 1222 (18.21%) T HFERIHAD5.97% £10.94%IZLEANR
TRIBISIBILE Lo BLSNBHBFEIIENLIEA TS —HAPIIT T 2 REIS 1 DDKEFE
RIFICEZDTIE B ARKRBFARATRVAERICH S Z LHNDOHD T,

VIR T7EHRY—ERCeRERIFAPIREZEORDHKE
I ZZ =D TFICHE>TUVETD,

@ Software information service: 41.62% Consumer electronics: 3.98%

Finance: 28.41% Real estate: 3.82%

e-commerce: 6.04% Film/television and media: 3.29%

Transportation: 5.08% Online education: 1.55%

T 900

Government: 4.05% Other: 2.15%

Industry Distribution of APl Attack in H1 2021

Copyright © 2022 CDNetworks , Inc. All Rights Reserved. Email: info@cdnetworks.com www.cdnetworks.co.jp

12




2021F FHEATIE VIR Iz 7 BR Y —EXRERDRDOZLDAPIRE|ICE LATED . REE21KD41.62%
EFHOTVET, HiILWTERIZER T28.41%ICHDET,

CNE2DDERNZ T RAPIKEOE|SIZEHETT0%IEISIZEL. CD2DODERIFIER ITHLVIKE |
TNTLXTD,

BEBER ICAPIREB ORI D BUFHEBE R TH o7 SFE EFEADO KB ISR EREADHKI10% IC =R
L.20204F EFHAD60.94%H54.05%I @A LE LT

(EIERaSTE

LIR—bDT—2Hh 5O BLIIKBFAIBIIELTED.COEFaUTrLR—MIRENTWVS
T—REBEBLUMED S F ) A3, 20195 L2020 F DR LB L TV DD DEEN MR SN TULE
Yo T BHOESXINEE T2 F2 )T DBRZDHAIT DICHID ERISEICHEISTDUELHD X
¥o

FYRI—ORBDDDOSKHBLLUN. PV r—2aVBLESRAT—RICHTIHBIIEMLTVETD,

COLR—FTHHNSNTLZED. WebE  BEDH Z7RY MHE. L UVAPIKE LI N TEMBIAYIC
BMLTWEY, —A. Ry b T— B TODDoSHEIFHL T REAICHD. TSI T—2avBPEIRIT
— R EOTCWEAMEML B S DEML TV E T HEOBNI BICEDRRAT—RICT I ATERVKIC
TRRIITRLED R AEEDT — R R EZRBAHEBETOHDE I HEEIREICHINT B L. EDRIE
KICKBZE5ZB3 T THRAURBRLET —2bBATNEAZEBORRICHEDET, FvT7FrInicth—N\—
B MDR—T Y ML TRAZ VT RSB I 27D )Y —RICHRB D HBEICES>TEIDZLDF]
BeEHHLMEEZSITERIZLRBNICEEZDLOLETREBAAICAL U N\ H—KREIZB
EMLICMAR R ZEH LT B7DICTOICTHMELTUVE T, AlZFIALTABOITEI 2223l —2a> L iE
KOEF2 TR —ZH VKD ABRARRM EREDN LD —BEEICHSTVET,

TENLBISIVREFAVT4Y)a—2a 0D —METSITLLD,

A2 —ERERBTBHE ERERVNT—IBHI ST IV T—2a B ETOEENBEF 2T
REV 21— a3 ZEE IR L TCRICEF 2V TAHERDIDDEH WS NTIHE . E5 R BB =ML,
WEZHI-DICEBDL AV —ICH LTREVE ENRFRZB LIVENHD XY, FBLEIXRRTTS

Dr—2areT—RIIT7 7t ASESIBRZHIBVWENEETT,

13

Copyright © 2022 CDNetworks , Inc. All Rights Reserved. Email: info@cdnetworks.com www.cdnetworks.co.jp



