
Intelligent Analysis Service
Our WAF Intelligent Analysis Services use AI and ML 

algorithm to identify legitimate user requests that have 

been accidentally blocked by WAF rules and generate 

exceptions for WAF rules, reducing false positives.

Multiple Visualization Tools
CDNetworks’ WAF solution provides various visualization tools, such as a WAF dashboard, incident log, SIEM Log 

synchronization, and attack alarm, to keep you updated on your organization's security status, enabling you to adjust your 

WAF rules and enhance your business's protection.

Zero Day Protection
Keeping track on the new Zero Day vulnerabilities, 

CDNetworks’ WAF solution will immediately send the “virtual 

patch” of WAF rules to the entire platform and rapidly 

addresses it when the Zero-Day vulnerabilities were found.

Web Application Firewall
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Intelligently Safeguard Web Applications in Real Time

CDNetworks’ Web Application Firewall (WAF) is a cloud-based solution that protects web applications from malicious web 

attacks, patching security flaws before they can be exploited, eliminating vulnerabilities, protecting against different types of 

attacks, and reducing risk. Utilizing a big data analysis platform to collect data and attack samples daily, our WAF solution 

analyzes these data to optimize WAF rules to provide the protection against OWASP Top 10 vulnerabilities.



OWASP Top 10 Defenses
Over 1,000 built-in WAF signatures are available to defend 

against the top threats published by OWASP, such as 

injections, directory traversal, XSS, and more.

Custom Signatures
Improved protection flexibility by creating customized rules 

and regular expression signatures through user-friendly 

rule wizards.

HTTP Protocol Validation
Offer multiple preset criteria for HTTP protocol validation 

that organizations can use to configure, detect, and block 

illegal HTTP requests based on various factors, including 

request method, version, and header size.

How It Works

Features

CDNetworks’ WAF is a cloud-based solution that contains over 1,000 built-in WAF signatures. With these WAF signatures, 

custom rules, access control, rate limiting, threat intelligence and other features, CDNetworks’ WAF solution can monitor 

and block malicious requests from web attacks in real time. 

Utilizing the artificial intelligence and machine learning technology, the solution automatically processes attack 

incidents offline and generates new defense strategies to reinforce the protection of your business. 

Additionally, our cloud-based WAF is deployed on edge nodes worldwide, allowing it to block attack requests 

near the attack source, further securing the entire defense infrastructure.
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Access Control
Block illegal users and potentially malicious traffic by IP 
address, HTTP headers, and other attributes to avoid 
web application attacks.

Rate Limiting
Reduce risks of brute-force and other automated attacks by 

configuring the number of HTTP requests that are allowed to 

your backend servers for any given time.

Threat Intelligence
Offer organizations large quantities of third-party IP data to 

proactively blacklist potentially harmful IP addresses before 

any attack can take place.

Follow Us Start Free Trial

Origin

Hacker

End User

CDNetworks‘ WAF Platform


