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Web attacks aimed at
applications and APIs were
seeing sustained global
growth in 2024.
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887.4B

web attacks targeting applications
and APIs in 2024

21.4 %

year—over—yearincrease

Monthly Web Application and API Attacks 2024 vs 2023
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DDoS Attacks

2024
2023

556.59 billion DDoS attacks
were mitigated by CDNetworks

in 2024, reflecting a 23.26% -
year-over-year Increase.

Terabit-level DDoS attacks

+23.26%

219 ~10x 86% 2 Tbps

terabit-level DDoS year-over-year of which lasted over L3/L4 Peak
attacks in 2024 increase 10 minutes

Top targeted industries:

M Gaming,  E-Commerce, @ Media & Entertainment

Network-layer DDoS Attacks by Industry in 2024 Application-layer DDoS Attacks by Industry in 2024
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Malicious Bot Attacks
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331.2 billion malicious bot
attacks were blocked by
CDNetworks in 2024, reflecting a
38.58% year-over-year increase.

67%

were detected by CDNetworks'
Al-powered defense system

Top targeted industries:

2024

+38.58%

2023

40%

of malicious bot attacks
targeted at APIs

& E-Commerce, ¢ Ticketing, M Software & IT Services

Bad Bot Attacks by Industry in 2024
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Vulnerability Exploits

2024
279.65 billion attacks exploiting 2023

known vulnerabilities were recorded
by CDNetworks in 2024, reflecting a
35% year-over-year increase.

APl Attacks

147% (8%

year-over-year increase in global occurred after user
API attacks in 2024 authentication

Top targeted industries:

& E-Commerce (32%), M Gaming (21%), & Manufacturing (19%)

API Attacks by Industry in 2024
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Business Considerations and
Recommendations

1. Phase out single-layer protection strategies

2. Invest in Al Capabilities for adaptive protection

3. Prioritize unified WAAP platforms over siloed tools
4. Elevate API security as a key focus

5. Look for providers that offer end-to-end support and quick response

Key Advantages of CDNetworks’
WAAP Platform

Scenario-based Protection Across Applications and APIs

Intelligent, Al-Powered Threat Detection DDos Protection

Advanced Threat Intelligence S @ o N -

Edge-based Security for Performance ‘/ \‘

and Resilience protection (GG WAAP ALl
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Shield Balancing

Unified Visibility and Management

Advanced
Rate Limiting

Professional Services and Major
Event Support
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Contact us at sales@cdnetworks.com or visit cdnetworks.com



