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Enterprise Secure Access (ESA)

Boost and Secure Your Remote Access

Introduction

Hybrid work and cloud transmission is driving enterprises to an era of remote work.
As businesses move their workloads to the cloud, their remote workers are accessing
applications over public networks from anywhere using any device at any time, leading

applications and users to be widely distributed.

To ensure security and productivity in today's distributed business world, zero trust is
the right answer. Zero trust enables secure access that grants users the right application
with the least privileged access control to eliminate lateral movements and inside
threats. Concealing applications behind a secure gateway eliminates threats posed by

outside cyberthreats.

According to Gartner forecasts, at least 70% of enterprises by 2025 will phase out most
of their remote access virtual private networks (VPNSs) in favor of zero trust network

access, a percentage that is up from less than 10% at the end of 2021.

Key Components of the ESA platform

1. ESA APP connector: a lightweight virtual machine installed in front of
applications deployed in data centers or clouds that connects applications to the
ESA security platform.

2. ESAclient: a lightweight client installed on user devices that transfers traffic
directly to the ESA edge for speedy access by users. To enable speedy access, the

client supports a single unique permission to all authorized applications.

3. ESAclientless access: users can achieve secure access to applications using their

browsers without having to install a client on their unmanaged devices.

4. ESA security gateway: the security gateway uses a controller to enforce access
policies, authorization, security postures, threat intelligence, and dynamic access
control. It also uses a gateway to establish a secure tunnel between the connector
and clients to block unauthorized requests from external environments. IP
addresses and ports of resources are privatized to eliminate potential attack
surfaces and protect applications and data.
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Key Benefits

Reduce Business Risk
- Shielding applications
behind a secure gateway eliminates
the potential attack surface from
cyberthreats. Using least privilege
authorization and adaptive access
control prevents lateral movements
and data breaches from the inside and

out.

Boost Productivity
& A provides users with secure,
fast, and seamless connectivity from
any location at any time. Flexible
clientless web access and client-
required applications are achieved
with one-click integration to existing

accounts.

Reduce Operational
&3 Complexity & Cost

ESA is a cloud service that boasts a
superior user experience. IT leaders no
longer need to worry over appliance
and maintenance costs when it comes

to securing their assets.
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Key Use Case

1. Replace risky and complex VPN
A traditional VPN is based on the concept of a network perimeter. This notion
is unable to provide the security, efficiency, and visibility required by today’s
distributed workforce, making it helpless in preventing threats from the inside.
For customers who cannot or choose not to maintain complex and risky VPN
infrastructure, ESA delivers fast and secured remote access with least-privilege

access control and application shielding to protect enterprises from inside and out.

2. Secure hybrid workforce
ESA is suitable for customers who have distributed offices, staffs, and private
applications. Backed by a global acceleration network, ESA delivers fast and direct
access to applications from anywhere using any device, regardless of where the
applications are located. The ESA platform also provides real-time visibility on user
behavior and application performance to improve productivity.

3. Enable secured third-party access
Retailers, logistical companies, and consultants often open their business systems
to third-party users such as contractors, vendors, and partners. ESA is ideally
suited for these use cases because it supports browser-based access without the
need to install a VPN client, enabling the flexibility needed to connect from any
device securely. Real-time monitoring and adaptive access control prevent threats

before they have a chance to occur.
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Key Features and Benefits

Feature Feature Description

Application Access Multi-Application Support to connect SaaS applications and applications on-premise, at the
and Security Connection IDC, orin the cloud
Unlimited APP connector + One connector for unlimited applications in the same environment

« Connector batch deployment
« Secure connectivity to applications
+ High stability

Application Security + Shield applications behind secure gateway, eliminate attack
surface

*  WAF protection to applications

+ Support secured user access from multi-devices

User Access and Client Access + Lightweight and easy to use client for Win, Mac, iOS, Andriod,
Security CentOS, and Ubuntu

+ One portal for all application access

+ Secure access with SSL encryption

+ SDKfor iOS and Android

Clientless Access + Secure and clientless access to web applications and RDP/SSH/VDI
applications, without exposing the network or applications to the
internet

+ Support customized certificate or agent domain for clientless

access

User Account + Support local account authentication

Authentication + Support connection to Azure Active Directory via LDAP/LDAPs
protocol

« Support SSO to third-party IDP via SAML protocol, such as Okta,
Google, ADFS, Tencent, Ali, etc.

+ Support multi-factor authentication (MFA), including password,
message, and TOTP authentication

+ Support user login authentication with IP, time, and location

+ Support device-based authentication by recognizing access device
and client

Access Control + User-based/ application-based access control to avoid over-
authentication

+ Adaptive access control based on trust scores; support user
account lockup or limit user access if user trust score reaches
threshold

+ (Trust score model is based on visibility to user behavior, device
posture, threat intelligence, and network traffic analysis. )
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Feature Feature Description

Device Posture

Device posture check with multi-factors:

Device ID, login password, anti-virus software installation and running,
system registry, firewall, software blacklist, network connection, etc. and
set scores

Threat Intelligence

Integrate with CDNetworks' intelligence system to recognize risky IP
addresses and domains, and set trust scores

Network Traffic Analyze

Monitor and analyze ransomware, web trojans, site scanning activities,
web application attacks, XSS, SQL injection, security flaws, and set trust
scores

Data Lost mTLS Data Transmission Support for mTLS data transmission between APP connector and client
Protection
Browser Behavior Control Deny operations such as copy, print, and save as when accessing via
browser
Safe Zone Create safe zone on client, allowing sensitive data and system to be
used inside the safe zone only. Deny operations like copy, paste, export,
screenshot, save as, etc.
Customize Access Support the ability to overwrite application domain with customized link
Domain to hide an application’s real IP address
Digital Water Mark Support to add a customized watermark on applications to avoid data
loss or falsification
Management Application Health Check Real-time monitoring of application health status
Platform

Visibility Reports

+ Provide deep visibility reports on user, applications, devices, traffic,
and threats
+ Support portal displaying, subscription, and emailing

Unified Management

Support for managing users, applications, policies, and devices threat
intelligence all in one portal

Batch Deployment

Support one-click batch deployment

Platform Capability

Secure Gateway
Protection

Provide DDoS and WAF protection to the secure gateway to assure
platform security

High Availability Edge
Platform

Provide scalable high availability and failover edge platform

Global Acceleration

Accelerate user access with CDNetworks' globally distributed acceleration
network, enabling fast and direct access from anywhere

On-premise deployment

Offer on-premise deployment for enterprises in need
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