Origin Protection

Service Provider Grade DDoS Protection For Your Network Infrastructure

CDNetworks Origin Protection is a highly effective and responsive platform that protects critical network

infrastructure as well as all downstreams against L3-L4 DDoS attacks. It protects backend infrastructure

from L3 and L4 attacks, and covers all network components, including internal websites, email servers,
FTP servers, and other applications against volumetric and protocol-based DDoS attacks.
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Key Features & Key Benefits

+ Safeguard against volumetric attacks + Enable consistent uptime connections & high availability.
+ Flexible attack detection modes - Gain real-time visibility into network traffic and threats to
+ Highly autonomous traffic diversion analyze business effectively.

- Wide range of flow protocols - Enhance user experience and performance while

+ Clean traffic delivery via GRE tunnels direct connect mitigating DDoS attacks.

- Real-time monitoring and configuration + Focus on your core business and leave DDoS mitigation

to the experts.

Contact us at sales@cdnetworks.com or visit cdnetworks.com




Origin Protection Architecture

Customer outbound traffic

v

& Legitimate traffic
Clean traffic

Legitimate Users >

(via GRE tunnels/Direct Connect)

@ Customer's Network
Attack traffic

Attackers
Real-Time Events Monitoring & Mitigation
| | ) = Lol Lk
00000 = il M8 s
Network Status DDoS Events Details & Summary Cleaned Traffic Report

Origin Protection Overview
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As the APAC-leading network with over 2800 global Points of Presence and more than 20 years of technology experience, CDNetworks embraces
the new era of Edge and takes it to the next level by using the Edge as a service to deliver the fastest and most secure digital experiences to

end users. Our diverse products and services include web performance, media delivery, cloud security, zero trust security,

and colocation services — all of which are uniquely designed to spur business innovation. )
Follow Us Start Free Trial

Contact us at sales@cdnetworks.com or visit cdnetworks.com



